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ABSTRACT
Ethical issues surrounding artificial intelligence (AI) have raised wide concerns in
today’s society. Addressing the issues in AI-generated texts can help mitigate the
dilemmas that users encounter in AI applications. Previous reviews in this regard
remain insufficient in terms of ethical risks in AI-generated texts, clear categorization
of ethical issues in texts, and restricted opinions from a single disciplinary perspective.
Accordingly, the current review is motivated to resolve these aspects by centering on
the identification of AI-generation tools, the summarization of generated text types,
and the classification of ethical issues on the basis of 57 studies. The results revealed
12 fields of application, 16 types of generated content, and six categories of investiga-
tive methods. Additionally, nine ethical problems and challenges were recognized,
involving hallucination, reference and citation practices, copyright issues, academic
misconduct, bias and discrimination, misinformation harm, instability, deprivation of
self, and crisis of confidence.
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1. Introduction

The advent of ChatGPT in 2022 renewed human cognition on artificial intelligence (AI) chatbots with
its human-like language responses. GPT-4, its successor and a more advanced version, stunned the
world with its broader knowledge, more accurate responses, and better problem-solving ability
(OpenAI, 2023). However, their respective incomparable abilities raised concerns from the public and
AI Tech giants. Accordingly, more than 1000 technology leaders and researchers signed to urge a pause
on the training of AI systems for 6months to reduce AI’s risks to society and to place AI development
under human control. Thus, the fast-growing AI chatbots and the urge from industry leaders posed the
inevitable issue of how to develop AI under a legally and human-friendly ethical framework.

Furthermore, as popular response-generation tools, AI-driven models (language models, LMs in par-
ticular) gradually showcase drawbacks during the generation process. To date, six main categories of
ethical and social risks (harms) from LMs have been identified, including “discrimination, exclusion,
and toxicity, information hazards, misinformation harms, malicious uses, human-computer interaction
harms, automation, access, and environmental harms” (Weidinger et al., 2021, p. 10). Additionally, pla-
giarism and citation practices are believed to display the most grave ethical problems during text gener-
ation in the academic field (Lund et al., 2023), and the difficulty in distinguishing AI-produced texts
from human-written texts adds to the ethical problems concerning AI usage (Kasneci et al., 2023).
Particularly, hallucination (the undesirable responses from LLMs) has drawn great attention from
researchers due to its harm and risks that may affect real-world practice (Ji et al., 2023).

Despite the ethical risks that the convenient AI tools pose, current reviews on the ethics, challenges,
and risks of AI tools manifested an inadequate scene, particularly protruding in the less attention to
AI-generated tools, a lack of concise and structured categorization of ethical problems in AI-produced
texts, and scarce reviews from a multi-disciplinary perspective. Considering all the gaps that emerge
during the AI generation, it is urgent to make a thorough review and analysis of the specific ethical
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issues in AI-generated texts and to seek the corresponding solutions so as to utilize AI tools more
validly.

1.1. Key concepts related to AI

This section is structured to introduce the key concepts related to AI, including machine learning, deep
learning, large language models, and natural language processing.

Artificial intelligence (AI), pertaining to the realm of computer science, refers to the computer-pro-
gram-based intelligence created by humans to assist complex tasks (Ryan, 2020). AI is programmed to
be capable of tackling tasks in human-like ways, such as “image recognition (vision), speech recognition
(hearing), and natural language generation (speaking)” (Ryan, 2020, p. 3). This essay focused on the
natural language generation process embedded in AI-based programs.

Machine learning (ML), an AI application, intends to deal with two facets of computational pro-
grams, namely automatic improvement without strict programs and the fundamental laws behind all
learning systems of natural and artificial processes (Jordan & Mitchell, 2015). With the aid of datasets
and training, ML improves its accuracy in dealing with tasks (Jordan & Mitchell, 2015). As an evolu-
tionary product of ML, deep learning (DL) adopts a hierarchical representation of data through func-
tions and abstraction to increase its task-tackling accuracy (Kamilaris & Prenafeta-Bold�u, 2018). In
practice, DL distinguishes itself from ML in the ability to process raw data and to identify the represen-
tations behind data, which enables DL to discover the complicated structures in complex and multi-
layer data (LeCun et al., 2015).

Natural language processing (NLP) is a multi-disciplinary attempt based on AI and linguistics,
endeavoring to enable computers to learn, comprehend, and produce content in human languages
(Khurana et al., 2023). As one process of NLP, natural language generation (NLG) aims to achieve the
purpose of automatically generating texts in humans’ natural language by machine/AI-based programs
(Foster, 2019). NLG covers a wide range of tasks, such as “summarization, dialogue generation, genera-
tive question answering, data-to-text generation, and machine translation” (Ji et al., 2023, p. 248).

Large language models (LLMs) are deep-learning models trained to understand and generate human
language. These models were trained based on a vast range of online texts from different sources,
including Wikipedia, news, books, websites, and social media (Zhou et al., 2023). With the help of
abundant materials, the models are able to learn the patterns and relationships existing in language,
allowing them to create responses to a diversity of language-related tasks, such as text analysis, transla-
tion, and writing (Zhou et al., 2023). Currently, LLMs with various intentions and functions have been
put into practice, such as ChatGPT, Bard, ERNIE bot, and Titan.

1.2. AI ethics

The rapid growth of AI technology greatly boosts human life and social development, and yet breeds
social and ethical concerns simultaneously (Zhang et al., 2021). This situation has emergently caught
people’s attention to AI ethics, that is, how AI affects their sociality. Therefore, AI ethics aims to estab-
lish a foundation for ethical decision-making by machines and computers, thus providing a framework
for software developers and workers to ensure AI’s behavior under ethical guidance (Schmid &
Wiesche, 2023). However, the software developers and workers are not the only duty officers. The ML-
based AI systems relying heavily on the pre-training data would likewise give rise to undesirable out-
comes, and users’ malicious intentions on AI usage may contribute to AI’s inappropriate behaviors
(Duenser & Douglas, 2023). Accordingly, AI ethics should target the developers, users, and AI-based
programs.

To date, there are many principles of AI ethics. Previous research identified eleven ethical principles
based on the AI ethics guidelines proposed by districts and countries worldwide, including
“transparency, justice and fairness, non-maleficence, responsibility, privacy, beneficence, freedom and
autonomy, trust, dignity, sustainability, and solidarity” (Jobin et al., 2019). Apart from these principles,
the AI ethical issues that were frequently mentioned in the existing studies encompass hallucination,
plagiarism, citation practices, and misinformation among their kind.
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1.2.1. Hallucination
In an AI-based discipline, hallucination is referred to as a situation wherein the content generated by
AI is not sensible or relevant to the input texts (Beutel et al., 2023). The hallucinated texts usually look
fluent and natural at first glance, but in fact are unfaithful or nonsensical (Ji et al., 2023), making the
hallucination difficult to identify and possibly yielding grave consequences without careful discrimin-
ation. Hallucination may arise from various reasons, like the data training program and process, incom-
patible data coding of input information, incorrect decoding from input to output, biased pretraining
data, and parameter bias (Siontis et al., 2024). In terms of data sources, hallucination can be categorized
into two types, namely intrinsic and extrinsic hallucination (Ji et al., 2023).

The intrinsic hallucination usually refers to the phenomenon where the output showcases contradic-
tions with the source text, namely, the AI-produced information is inconsistent with what is expressed
in the source text (Ji et al., 2023). By comparison, extrinsic hallucination is defined as the made-up out-
put that cannot be traced to the source (Ji et al., 2023). That is to say, the AI “created” new informa-
tion that is not contained in the source but may be synthesized from other databases, and such
information, without known sources, cannot be asserted to be erroneous.

1.2.2. Plagiarism
Plagiarism has become a crucial concern in AI usage, characterized by the direct adoption or duplica-
tion of AI-generated content. Such behavior happens when students finish homework, researchers com-
pose papers, or even reviewers write reviews on new research by directly copying AI-generated ideas
(Dehouche, 2021; Piniewski et al., 2024). These plagiaristic behaviors may greatly facilitate academic
misconduct, as such behaviors present the work of AI instead of their own (Dehouche, 2021).

1.2.3. Citation practices
The citation and reference issues in the AI ethical issues refer to the situation where the AI-generated
citations or references contain incorrect information, fabricated sources, or synthesized content
(Guleria et al., 2023; Hua et al., 2023; Walters & Wilder, 2023). These incorrect citations or references
may damage academic integrity and trustworthiness in AI tools (Walters & Wilder, 2023).

1.2.4. Misinformation
Misinformation emerges as a significant concern in the information-blooming society. The misinforma-
tion is detrimental to the information environment, individuals, and society, which may erode human
perception and cognition (Shin et al., 2024). Due to the hallucinated habits and inability to violate
human instructions, AI tools are capable to synthesize or fabricate content that is lethal and influential
to diverse fields, including academia, healthcare, and the public (Kreps et al., 2022; Livberber & Ayvaz,
2023; Shin et al., 2024). Vicious effects posed by AI-generated misinformation could lead to greater dif-
ficulty in identifying fake information as they may be disguised under multiple modalities, increased
deception when users are exposed to meticulously tailored misinformation through precise targeting,
amplified scale, and increased prevalence of misinformation due to accelerated generating speed fueled
by AI (Xu et al., 2023)

1.3. Related reviews on AI ethics

AI has shown its remarkable competence in various fields, and hence, motivated a couple of reviews on
the topic. One trending topic of the reviews on AI generation has fixated on its writing abilities in
recent years. For example, Dergaa et al. (2023) explored ChatGPT’s advantages and disadvantages in
academic writing, with a focus on the threats that ChatGPT may bring to academia. In Miao et al.
(2023) review, the concerns about AI usage in academia were discussed from a nephrology perspective.
Similarly, Li et al. (2024) reasoned the strengths and weaknesses of AI text generation but highlighted
more on the generation technologies, attaching less importance to the ethical concerns.

Another hot area for reviews of AI ethical issues is centered on healthcare. A variety of topics
regarding healthcare were reviewed to improve and optimize the employment of AI in the medical
field, such as AI chatbots and digital mental health interventions (Boucher et al., 2021), AI roles in
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healthcare (Al Kuwaiti et al., 2023), ethical issues related to AI in healthcare (Murphy et al., 2021), and
potential of AI in mental illness treatments (Graham et al., 2019). These studies demonstrated the pros-
pects of AI in healthcare and meanwhile unveiled the wide concerns about the application of AI to
healthcare.

The systematic reviews focusing on AI ethics or AI concerns are more related to technologies. For
instance, Vainio-Pekka et al. (2023) reviewed the role of explainable AI in solving AI problems. Hall
and Ellis (2023) discussed the gender bias embedded in algorithms from a social perspective. Palumbo
et al. (2024) concentrated on objective metrics for trustworthy AI. Moreover, Wang et al. (2023) eval-
uated current usage of AI in medicine to provide suggestions for future use on the basis of a systematic
review.

Despite the above, there are some limitations in the existing reviews on ethical issues regard-
ing AI-generated texts, which are mainly categorized into a summarization of adopted AI tools
and generated content types, as well as the ethical issues manifested in the AI-generated
content.

To start with, although some reviews have been dedicated to aggregating the AI tools used in
various contexts, the tools applied to text-generation tasks in diverse disciplines and their generated
content types remain unclear. For example, Thapa et al. (2025) provided a comprehensive review of
the adoption of AI tools in terms of tasks and contexts within the field of computational social sci-
ences, instead of from a multi-disciplinary perspective, and no summarization of generated text types
was identified. Another review on the identification of AI tools centered on the text-matching facets
and tools for AI-text detection discusses academic misconduct (Andrade-Hidalgo et al., 2024).
Additionally, Abdelgadir Mohamed et al. (2024) summarized leading AI tools adopted for text gener-
ation, with a focus on the tools’ evaluation, accenting the significance of AI tools’ selection in gener-
ation tasks. The review shed light on the strengths and drawbacks of the AI tools rather than of the
AI-generated texts, consequently leaving a gap in the summarization of AI tools used in specific text
generation and generated content types, which is the goal of our study. Taken together, previous
reviews provided insights in terms of the AI tools employed in various tasks. However, the specific
tools that were used in diverse text generation tasks and the types of texts they generated remain to
be clarified.

Secondly, insufficient focus was paid to the AI-generated text and ethics. Although numerous papers
have explored AI’s potential in multiple fields, the direct discussion of specific ethical challenges associ-
ated with AI-generated texts has been relatively scarce. For example, the review on AI in healthcare
highlighted concerns about privacy, accountability, and bias (Al Kuwaiti et al., 2023; Hall & Ellis,
2023), whereas basically no mention was given to the impact of ethical considerations on the AI-
generated texts. Similarly, the reviews within academic writing (Dergaa et al., 2023; Miao et al., 2023)
discussed ethical dilemmas like academic integrity and AI misuse, but the discussion was confined to
human behavior and a few text types rather than the ethical issues of AI-generated texts systematically.

Thirdly, there remains a lack of thorough summarization of the ethical concerns incorporated in AI-
generated text. Although many reviews have examined or discussed the ethical challenges posed by AI
tools (e.g., Abdelgadir Mohamed et al., 2024; Adeshola & Adepoju, 2024; Dergaa et al., 2023), their
attention was restricted to part of the ethical risks. For example, the review in academic writing probed
into authenticity and credibility (Dergaa et al., 2023). While some reviews on the advances and chal-
lenges in AI-text generation stated the technological advancements and challenges, they failed to offer
any discussions on potential issues such as biased or misleading texts (Li et al., 2024). Likewise,
Abdelgadir Mohamed et al. (2024) review provided a comprehensive exploration of the ethical issues of
the AI-generated text tools from the perspective of the tools’ ethical, social, and technical impact, but it
was limited to a clear categorization of ethical issues and discussion on concerns beyond privacy and
data protection.

Lastly, a review based on multi-disciplinary research is needed. While existing review articles have
investigated the ethical concerns surrounding AI tools, the majority of these studies are discipline-
specific in scope, such as healthcare (Al Kuwaiti et al., 2023; Boucher et al., 2021; Murphy et al., 2021),
academia (Dergaa et al., 2023; Miao et al., 2023), or medicine (Wang et al., 2023). Nevertheless, the
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ethical challenges inherent in AI-generated texts are not confined to any particular field but are instead
universal and widely present across disciplines and tasks. These issues have the potential to arise in any
AI-generated texts, irrespective of the academic or professional domains.

All the above motivated us to make a comprehensive and systematic discussion and categorization
of the adopted AI tools, generated-text types, and ethical considerations for AI-generated texts from a
multi-disciplinary perspective.

1.4. The present study

This review is dedicated to achieving three main objectives: 1) identify AI tools used for generating
texts to provide a comprehensive understanding of the technologies behind AI-generated texts; 2) sum-
marize the content produced by AI tools to offer an overview of the types and formats of texts, high-
lighting their capabilities and limitations in different contexts; 3) categorize the ethical issues involved
in AI-generated texts to reveal the major risks when individuals use AI tools. Specifically, this review
was conducted to address the following questions.

RQ1: What AI tools were used to generate multi-disciplinary texts?
RQ2: What content or responses did AI tools generate in the texts generally?
RQ3: What ethical challenges and risks were encountered in AI-generated texts?

2. Methodology

This review was based on the Preferred Reporting Items for Systematic Reviews and Meta-Analyses
guidelines (PRISMA) (Page et al., 2021). To ensure the review quality, we also conformed to the meth-
odology guidance for high-quality systematic reviews (Alexander, 2020).

2.1. Search strategy

To optimize the research process and obtain the most relevant research outcomes, we complied with
the following search parameters:

1. Conduct a preliminary search on artificial intelligence writing, generation, and ethics.
2. Gather all possible relevant keywords from the preliminary search and discuss the most appropriate

keywords and concepts.
3. Identify synonyms and spellings of keywords and concepts.
4. Use Boolean search operators “AND” and “OR” to connect relevant keywords.

Following the above process, we determined the keywords and basic search string for relevant litera-
ture selection as follows: (“AI-generated text” OR “ChatGPT writing” OR “ChatGPT text generation”
OR “large language models writing” OR “large language models text generation” OR “deep learning
writing” OR “deep learning text generation” OR “machine learning writing” OR “machine learning text
generation” OR “AI writing” OR “AI text generation” OR “artificial intelligence writing” OR “artificial
intelligence text generation” OR “automatic writing” OR “automatic text generation”) AND (“impact”
OR “influence” OR “concerns” OR “problems” OR “hallucination” OR “ethical” OR “fabricate” OR
“fabrication” OR “plagiarism”).

Electronic databases, including Web of Science (WoS) core collection, Scopus, ACM, IEEE, and
SpringerLink, were selected to search for the full field. The five databases encompass studies in diverse
and comprehensive academic fields, complementing each other in disciplines and simultaneously cover-
ing journals with AI ethics as the highlights. We especially chose to include full, original, and regular
articles and conference papers for the present review. Review articles, editorials, letters, short articles,
and comments were excluded from the preliminary search if the databases had relevant settings. This
review covers all the research from 2016 (when AlphaGO defeated humans and the public started to be
aware of the power of deep learning) to the end of March 2024.
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2.2. Screening process

Three sets of criteria were adopted to obtain the most appropriate studies in the present review, includ-
ing inclusion, exclusion, and quality standards, as specified in Table 1. These criteria were concluded
with reference to previous literature and ethical standards of writing.

2.3. Selecting procedure

The present review was conducted based on IEEE, ACM, Scopus, WoS, and SpringerLink databases.
The PRISMA flowchart in Figure 1 illustrates the screening stages involved in the selection of relevant
papers.

Stage 1 (research extraction): In this stage, a comprehensive search on the target topic was con-
ducted on the five electronic databases using the keywords extracted. A total of 1986 papers were
identified.

Stage 2 (duplication removal): To start with, the duplication identification process was performed at
https://www.rayyan.ai/ to extract potentially repeated research with the aid of the AI program.
Afterward, the first two authors manually screened the research results based on title, author, and key-
words to guarantee no duplication (n¼ 357).

Stage 3 (screening): The whole screening process consisted of three phases, including title and
genre screening, abstract screening, and whole-passage screening. During the first phases, the first
two authors scanned the title and genre to exclude irrelevant articles and non-research papers,
1151 in all. The second phase (performed by the second and third authors) included abstract
reading to find out if the research complies with our research purposes on the basis of inclusion
and exclusion criteria, selecting 180 papers for the third screen. The third phase (conducted by
the first three authors) was to check the research quality and confirm the AI usage in the research
by full-text reading. The last three authors were required to rate each paper independently accord-
ing to the inclusion and exclusion criteria and quality standards, with each bar of inclusion crite-
ria and quality assessment standard endowed with 1 point. Papers rated with full marks by three
authors were adopted in the research. Additionally, the paper complied with the exclusion criteria
and was discarded immediately. Eventually, 57 papers were screened for the analysis of this
research.

Table 1. Screening criteria.

Inclusion Criteria (The following inclusion criteria were applied to evaluate literature retrieved from databases)

(i) literature that is relevant to any types of text generated by AI, such as responses, codes, answers, and etc.
(ii) literature that conducted surveys, evaluations, applications, empirical research, and comparative research that contain AI-, ML-, DL-

generated text, or automatic writing.
(iii) detection of AI content (text-based analysis instead of technology-based analysis, for example, study evaluating merely whether a tool is

plausible in detecting will be excluded).
(iv) ethical issues should be discussed or mentioned based on the AI-generated content in the research.

Exclusion Criteria

(i) duplicate research in different databases.
(ii) research that was review articles report, view, news, spotlight, comment, letter, communication, opinion, perspective, editorial, etc.
(iii) articles that are irrelevant to AI/ML/DL text generation or writing, e.g., picture or video generation.
(iv) articles merely focusing on introducing or investigating algorithms, models, or technologies, instead of application of AI tools to

generate responses or texts.
(v) articles merely exploring the methods to detect AI content without examining the risks involved in the texts.
(vi) research merely focusing on verifying AI-advantage without discussion of challenges, risks, or problems.

Quality standards (To ensure the quality of studies for review, we adopted criteria appropriate for quantitative research from the Critical
Appraisal Skills Program (CASP) (CASP, 2018)

(i) a clear statement of the aims of the research
(ii) an appropriate methodology, such as interview, text analyses, and performance comparison, to achieve research aims
(iii) the data collected in a way that addressed the research objectives
(iv) ethical issues in AI-generated texts were discussed
(v) rigorous data analysis
(vi) clearly-stated findings
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3. Results and discussion

3.1. Descriptive analysis

Figures 2 and 3 present the article types and publication years of the 57 studies, showing that most lit-
erature was extracted from journals. Although the publication year in the initial stage ranged from
2016 to 2024, the papers published before 2020 were not eligible for this research, while 2022 witnessed
a dramatic surge in the research on the AI generation, presumably due to the release of ChatGPT in
November 2022.

To have a brief overview of the 57 articles extracted, we collected the titles and abstracts and ana-
lyzed them employing NVivo. The results of word cloud analysis are shown in Figure 4, with
“ChatGPT” as the word with the highest frequency, followed by “generated”, “human”, and “writing” in
both titles and abstracts.

What follows is dedicated to the analyses corresponding to the above three questions.

3.2. Major AI tools used in text generation and major fields regarding generated texts

Figure 5 illustrates the AI tools used for task or response generation in the selected studies. According
to the distribution, OpenAI products boasted the advantages in the selection of AI tools, including
ChatGPT (n¼ 33), GPT-2 (n¼ 10), GPT-3 (n¼ 6), GPT-4 (n¼ 14), Codex (n¼ 2), and DALL-E

Figure 1. PRISMA flowchart of the article selection at different stages.
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(n¼ 2). In the ChatGPT family, ChatGPT and GPT-4 appear to show the easiest accessibility
(Figure 5).

Regarding the fields that AI tools have been adopted for generating (as shown in Figure 6), 12 fields
were identified, including education, health and care (mainly clinical, medicine, and plastic surgery),

Figure 2. Article types.

Figure 3. Distribution of articles by year (n¼ 57).

Figure 4. Word cloud of generated keywords from titles (left) and abstracts (right).
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chemical field, academic domain (paper writing in particular), communication (news and online
reviews), computer science, agriculture, politics, literature, safety, plagiarism detection, and general
fields. We marked four research areas in the general fields for two reasons. First, the research did not
clarify its research field; Second, the research design and findings applied to diversified fields. The cod-
ing and calculation suggested that academia was the most popular field for AI tool adoption, followed
in turn by health, communication, computer science, and education.

3.3. Major content or responses generated by the AI tools

Based on the content or responses generated in the selected research, we summarized 16 aspects of
content/responses as illustrated in Figure 7. Among the 16 aspects, the academic writing generation
has become the most frequent practice by AI tools, with 15 studies producing abstracts, citations,
essays, literature reviews, summaries, questionnaires, and datasets. Additionally, code (n¼ 6) and
general responses to questions (n¼ 6) rank the second most common generating purposes, followed
in turn by medical-relevant responses (n¼ 5, including medical information, diagnosis, reports,
health message), educational responses (n¼ 4, including writing feedbacks, argumentation writing,
lesson plan design, and summary generation), text/story/script writing (n¼ 4), and online user
reviews (n¼ 4).

Our review showed that the ethical concerns regarding AI-generated text covered topics, research
aims, methods, and content types. Six categories were identified, including content evaluation, compari-
son with human-generated content, detecting/distinguishing AI-generated content, human perception,

Figure 5. AI tools used for generation (some research contained more than one tool).

Figure 6. Fields contained in the selected research.
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influence on humans, and AI-human interaction, as shown in Table 2. The six categories are elaborated
in detail below.

3.3.1. Content/tool ability evaluation
The first category of AI-generation-tool research focused on content evaluation, in which researchers or
invited evaluators assessed the content generated by AI tools. The evaluation aspects were multi-
faceted. Specifically, 17 out of 30 examined the accuracy or correctness of generated content. For
example, Horiuchi et al. (2024) evaluated the accuracy of ChatGPT-generated diagnoses and found that
ChatGPT performed inconsistently across different diseases. Klang et al. (2023) analyzed the GPT-4’s
accuracy in providing test answers, indicating a stunning performance in medical examinations. Seven
research checked the quality (Ghanem et al., 2024; Ibrahim et al., 2024; Malinka et al., 2023; Sop &
Kurçer, 2024; Tang et al., 2023; West et al., 2023; Zybaczynska et al., 2024), five were concerned about
the content relevance (Al-Harbi & Al-Shargabi, 2023; Ibrahim et al., 2024; Li et al., 2024; Lim et al.,
2024), two mentioned originality (Khalil & Er, 2023; Lozi�c & �Stular, 2023), and two contained com-
pleteness of the text (Hatia et al., 2024; Schulze Balhorn et al., 2024). Other perspectives consisted of
authenticity, credibility, tone, professionalism, coherence, plausibility, persuasiveness, (dis)advantages,
and harmfulness (Ghanem et al., 2024; Guleria et al., 2023; Safaei & Longo, 2024). The details are pre-
sented in Appendix 1.

Figure 7. Content types generated by AI tools in the selected research.
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3.3.2. Comparison with human-generated content
The purpose of comparing the content generated by AI and humans usually centers on understanding
the quality of AI-generated responses. Under this category, researchers employed different tasks to test
the ability of AI and humans to answer questions or write required texts based on specific criteria. In
terms of the content types produced, we classified the 10 articles into four aspects: academic-relevant,
medical-relevant, online-review-relevant, and other types.

Concerning academic-relevant responses, AI-generated essays were found to produce higher-quality
essays with more complex sentences and nouns (Herbold et al., 2023), better summaries compared with
15-year-old students (V�azquez-Cano et al., 2023), folic-acid messages of greater quality and clarity (Lim
& Schm€alzle, 2023), and superior abstracts (Lawrence et al., 2024). As for medical discipline, ChatGPT
was shown to be inferior to human pathologists in producing diagnoses (Oon et al., 2024). However, in
Hasani et al. (2024), the quality of GPT-4-produced radiology reports was on par with that of
radiologist-generated ones. Similarly, Merine and Purkayastha (2022) revealed no significant difference
between AI-generated summaries and the summaries written by graduate students in the health inform-
atics program.

With regard to online review generation, GPT-2-generated reviews basically reached the same level
as human-generated ones (Perez-Castro et al., 2023). A dissimilar situation occurs in online reviews of
ethical concerns. For instance, Markowitz et al. (2024) discovered that AI-generated reviews show
greater affection and description but less readability as compared to human reviews. In other types,
ChatGPT-generated responses on unemployment and job degradation could exacerbate biases in
research objectives (Konstantis et al., 2024), and Codex-generated codes outperformed novice pro-
grammers (Finnie-Ansley et al., 2022).

3.3.3. Detecting/distinguishing AI-generated content
It is important to identify AI-generated texts from those by human writers in content. We treated the
following six human articles as a separate group because they focus on distinguishing AI content or
aiding in AI content detection, rather than comparing AI texts with human writings. In the group,
Casal and Kessler (2023), Gunser et al. (2021), and Gunser et al. (2022) focused on differentiating
AI-generated texts from human-written texts, like abstracts, poems, stories, and continuations.
Alternatively, Lee et al. (2024) identified characteristics of GPT-2-generated reviews for detection tech-
nology improvement. In order to assess the writing difference between AI machines and human writers,

Table 2. Categories of AI-generation research in the selected research.
Category Article quantity Articles

Content/tool ability Evaluation 30 Adelani et al., 2020; Al-Harbi & Al-Shargabi, 2023; Davis & Lee,
2023; E et al. 2023; Ghanem et al., 2024; Guleria et al., 2023;
Hatia et al., 2024; Horiuchi et al., 2024; Howell & Potgieter,
2023; Hua et al., 2023; Ibrahim et al., 2024; Khalil & Er,
2023; Kolade et al., 2024; Kuhail et al., 2024; Li et al., 2024;
Lim et al., 2024; Lozi�c & �Stular, 2023; Malinka et al., 2023;
Megahed et al., 2024; Narayanan Venkit et al., 2023; Oviedo-
Trespalacios et al., 2023; Popovici, 2024; Richards et al.,
2024; Safaei & Longo, 2024; Schulze Balhorn et al., 2024;
Sop & Kurçer, 2024; Stribling et al., 2024; Tang et al., 2023;
Walters & Wilder, 2023; West et al., 2023; Zybaczynska et al.,
2024

Comparison with Human-generated content 12 Fang et al., 2024; Finnie-Ansley et al., 2022; Hasani et al., 2024;
Herbold et al., 2023; Konstantis et al., 2024; Lawrence et al.,
2024; Lim & Schm€alzle, 2023; Markowitz et al., 2024; Merine
& Purkayastha, 2022; Oon et al., 2024; Perez-Castro et al.,
2023; V�azquez-Cano et al., 2023)

Detecting/distinguishing AI-generated content 5 Casal & Kessler, 2023; Gunser et al., 2021, 2022; Lee et al.,
2024; Richards et al., 2024

Humans Perception 5 Kuhail et al., 2024; Liu et al., 2022; Longoni et al., 2022;
Prather et al., 2023; Sharevski et al., 2023

Influence on Human 6 Ferguson et al., 2023; Jakesch et al., 2023; Kolade et al., 2024;
Kreps & Kriner, 2023; Lehmann et al., 2022; Merine &
Purkayastha, 2022; Perry et al., 2023; Yan, 2023

Human-AI Interaction 1 Prather et al., 2023
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Richards et al. (2024) invited markers to grade AI-generated and student-written scripts to distinguish
AI-generated content.

However, the studies revealed that the distinguishing accuracy did not achieve a satisfactory result.
For the human-based detection, non-experts demonstrated a less reliable detection rate in Gunser et al.
(2022) two surveys, with 120 participants reaching 40.28 and 42.04% misclassification rates of human-
written and AI-generated continuations, respectively. Similarly, the second survey demonstrated 33.52
and 40.22% inaccurate classification in human- and AI-based continuation by 302 participants. A simi-
lar situation occurred in experts’ detection: 72 reviewers achieved largely unsuccessful accuracy with an
overall positive rate of 38% in identifying abstracts (Casal & Kessler, 2023) and even literature profes-
sionals achieved a misclassification rate of 18% for AI-based and 35% for human-based narrative texts
(Gunser et al., 2021). As for AI tool-based detection, GPT-2 and Turnitin AI detectors successfully
identified ChatGPT-generated scripts, but the accuracy by GPT-2 unstably fluctuated between 0 and
50%while the accuracy by Turnitin was 100% (Richards et al., 2024). However, the GPT-2 and Turnitin
are GPT-based tools, rendering them more likely to identify GPT-generated texts. Lee et al. (2024)
tested the likelihood of combining text features and probabilistic features in detecting AI-generated
content and revealed that models trained with text features only showcased a low accuracy rate of 68–
71% whereas models combining both features achieved an acceptable accuracy of 84–90% (Lee et al.,
2024).

3.3.4. Human perception
The human perception category consisted of research on how humans react to or perceive AI-
generated content. In this class of research, human participants were frequently asked to provide their
feelings, perceptions, or attitudes after using the AI tools or reading AI-written texts. More specifically,
Longoni et al. (2022) explored whether humans believed AI-written news, Sharevski et al. (2023) inves-
tigated users’ perceptions of TikTok videos made on the basis of ChatGPT-generated information about
abortion, and Liu et al. (2022) examined humans’ perceptions towards AI-written messages during
human writing via interviews and surveys.

Human perceptions of AI-generated messages are entangled positively and negatively. The positive
reactions mainly come from AI’s ability to generate fast required content, which improves human prod-
uctivity (Kuhail et al., 2024; Prather et al., 2023), but the negative perceptions are diverse. For instance,
fear emerged when humans were afraid of being replaced in the job market or the vanishing of particu-
lar jobs (nearly 50% in Kuhail et al., 2024) after witnessing AI’s powerful ability. Annoyance and frus-
tration were also raised when the AI-generated content appeared to be useless to the users (Prather
et al., 2023).

The perception of trustworthiness also ignited concerns. Such distrust is targeted at the AI itself, the
content, and the writing style. The research revealed that some people intuitively dislike letters involv-
ing AI tools as the tools lack authenticity and sincerity (Liu et al., 2022), and most people tended to
significantly trust news from AI less than those from humans (Longoni et al., 2022). With regard to
the content, the difficulty in detecting misinformation in A-generated texts influences people’s trust
(Sharevski et al., 2023). In the writing style, the tone and details entailed in the AI-generated texts may
influence the texts’ trustworthiness as they are associated with individuals’ sense of authenticity and sin-
cerity (Liu et al., 2022).

3.3.5. Influence on humans
The category of influence on humans underscores the impact of AI generation tools on humans or
society. The impact was twofold, namely behavioral and psychological changes happening in humans
and society. Behaviorally, Jakesch et al. (2023) found that participants’ opinions were changed after
employing the opinionated language model. However, such changes were not always positive, as some
students would blindly accept AI’s advice out of convenience, especially those who spent little time on
tasks. What’s worse, students took for granted AI’s opinions without considering and understanding
the influence on themselves. Ferguson et al. (2023) suggested that participants would be influenced by
AI output, particularly language, details, and opinions. For one thing, the output would be beneficial to
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improve the language used in the writing, but weak-willed people may gradually diminish their
decision-making capacity for the other. As an example, the AI-assisted code-writing process may lead
to less secure code programmed by human participants (Perry et al., 2023).

Psychologically, Yan (2023) revealed the improved efficiency in composition with the assistance of
ChatGPT. Lehmann et al. (2022) investigated the impact of AI-human interaction on writing and sug-
gested that the aid of AI could significantly reduce writing enthusiasm and perceived authorship. In
terms of Kreps and Kriner (2023), legislators responded to machine-generated letters nearly as much as
they do to letters written by humans, which suggested that the legislators were unable to recognize
machine-generated letters. And this could negatively affect social democracy.

3.3.6. AI-human interaction
In the study concerning AI-human interaction, Prather et al. (2023) examined the experience and per-
ceptions of novice programmers on the Copilot through observation and interviews. The results con-
cluded four behaviors observed during the interaction, including exploration (getting feedback from
Copilot), acceleration (asking for more feedback to get to the next step), shepherding (Copilot to offer
code), and drifting (i.e., hesitating whether to accept the code). They also found that the AI-human
interaction could trigger both positive and negative perceptions due to different requests or using dif-
ferent stages. For instance, the over-reliance on Copilot to generate code may hinder students’ learning
and self-regulation ability, whereas its proper use would accelerate the problem-solving process.

3.4. Major risks hidden in the AI-generated texts

The results reported above provide a basic view of the current applications of AI tools in text gener-
ation, including the tools, fields, and content, thus answering the first two questions. This section is to
answer the third question by analyzing the ethical risks hidden in the AI texts and discussing their pos-
sible influences on users and society. Based on the 57 articles selected, the current review summarized
mainly nine ethical problems, involving hallucination, reference and citation practices, copyright issues,
academic misconduct, bias and discrimination, misinformation harm, instability, deprivation of self,
and crisis of confidence. The nine risks are illustrated in Figure 8 and elaborated in the following, and
Figure 9 illustrates the share of articles containing discussed ethical issues.

3.4.1. Hallucination
Hallucination is a widely recognized issue in AI, mentioned in 17 out of 57 reviewed papers. These
studies highlighted AI’s tendency to generate false or inaccurate information (Al-Harbi & Al-Shargabi,
2023; Ghanem et al., 2024; Guleria et al., 2023; Herbold et al., 2023; Hua et al., 2023; Lim et al., 2024;
Lozi�c & �Stular, 2023; Malinka et al., 2023; Markowitz et al., 2024; Megahed et al., 2024; Oviedo-
Trespalacios et al., 2023; Popovici, 2024; Stribling et al., 2024; Tang et al., 2023; Walters & Wilder,
2023; West et al., 2023; Zybaczynska et al., 2024). For instance, Zybaczynska et al. (2024) found six hal-
lucinated statements in GPT-4-generated reviews, including mismatched medicines and effects. Schulze
Balhorn et al. (2024) identified 37 incorrect responses caused by a lack of critical reflection. Tang et al.
(2023) identified 5–10% hallucinated content and noted that the hallucinations covered contradiction,
certainty illusion, fabricated errors, and attributive errors. Hua et al. (2023) found an average of 31%
hallucinated references by GPT-3.5 and 29% by GPT-4. Kreps and Kriner (2023) found that AI-
generated letters for legislators contained inconsistencies and inaccurate geographic information.
Hallucinations in ChatGPT’s essays may not impact quality if the topic is within its training data, but
pose risks on unfamiliar topics (Herbold et al., 2023).

This hallucinated or inaccurate information has the potential to mislead novice students or layper-
sons and consequently affect their learning or true-false judgments. For example, Oviedo-Trespalacios
et al. (2023) confirmed that ChatGPT would produce incorrect or potentially harmful responses regard-
ing safety-related advice, which may confuse laypersons. Likewise, students without sufficient capacity
to distinguish inappropriate solutions and conventions may be likely to learn harmful coding habits
(Finnie-Ansley et al., 2022). Furthermore, AI’s suggestions on writing could be unusable, leading to
vain attempts on suggestion requests (Lehmann et al., 2022). In the research on medical education,
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Klang et al. (2023) unlocked outdated, inaccurate, and misspelled terminologies adopted by GPT-4.
These hallucinations would be pernicious to both patients and doctors if users accept them without
artificial filtering.

The hallucination types in this review incorporate both intrinsic and extrinsic ones, as noticed by Ji
et al. (2023). Intrinsic hallucination consists of inaccurate statements of medicine (Zybaczynska et al.,
2024), incorrect figure interpretation (Stribling et al., 2024), contradictory conclusions with medical evi-
dence, and inconsistent summaries with source text (Tang et al., 2023). Extrinsic hallucination, also
called completely fabricated content, is seen in many instances, such as summaries built without evi-
dence, attributes lacking reference (Tang et al., 2023), fabricated experiences to support online reviews
(Markowitz et al., 2024), incorrect dates for historical periods (Lozi�c & �Stular, 2023), fabricated infor-
mation about plastic surgery (Lim et al., 2024), and feigned sources (Ghanem et al., 2024). The most
commonly mentioned extrinsic hallucination in literature is fabricated references, which are usually
synthesized, inaccurate, or partially correct (Guleria et al., 2023; Hua et al., 2023; V�azquez-Cano et al.,
2023; Walters & Wilder, 2023; West et al., 2023).

3.4.2. Reference and citation practices
A critical AI ethics concern is the generation of references and citations. In 11 studies reviewed, issues
with AI-generated references can be categorized as fabricated, incorrect, or lacking authors.

Figure 8. Mind-map of ethical risks in reviewed articles.

Figure 9. the share of articles containing various ethical issues.
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Fabricated references have no traceable origins, though they may include plausible details to meet
certain requirements. For instance, Guleria et al. (2023) found no record of a journal article generated
by ChatGPT, while Hua et al. (2023) reported that 29–33% of ChatGPT’s references were convincingly
fake. Walters and Wilder (2023) identified that 55% of references were fabricated, with book chapters
being particularly prone to falsification. Another kind of fabricated reference was made up by synthe-
sizing the material offered in the original prompt. To illustrate, Richards et al. (2024) noted that all of
the ChatGPT references were fake or synthesized from the material in the prompt provided by users.

The incorrect references or citations are featured by poor-quality references with mistakes. As an
example, Guleria et al. (2023) found that ChatGPT produced the wrong book name and publishing
year. Walters and Wilder (2023) classified citation errors as incorrect author name(s), article titles,
dates, journal titles, volume/issue/page numbers, or publisher. Another inaccurate reference occurred
when the cited works did not contain the information mentioned in the AI-generated texts. This phe-
nomenon was unveiled by Zybaczynska et al. (2024), wherein four referenced studies were identified to
be real but did not include the information cited. Walters and Wilder (2023) also identified the format-
ting errors in the citation generated, contributing to the third subtype of this category.

References or citations without authors occur in AI-generated texts more often than not. Specifically,
the references were absent from prominent scholars, widely recognized journals, etc. As mentioned in
Howell and Potgieter (2023), although the references were exemplified to be real, they did not contain
papers or articles from notable researchers in the field, which may be thought to lack sufficient and
convincing theoretical or evidence support.

3.4.3. Copyright issue
Plagiarism happens when the content cited is not credited to its real author, consequently infringing
upon intellectual property (Lund et al., 2023). AI-generated content primarily relies on online informa-
tion or pre-trained datasets, leading to accusations of copying others’ work without proper attribution
to the original authors. That is why the concept of plagiarism was frequently mentioned in our
reviewed articles. However, not much research has investigated plagiarism in AI-generated articles.

To date, only three reviewed studies have dealt with plagiarism of AI-generated texts. By investigat-
ing the writing and summarizing abilities of GPT-4, Li et al. (2024) applied Turnitin to examine the
text generated by GPT-4. The results showed that 41 out of 60 abstracts were recognized to be highly
similar to previous research. The other research focused on exploring the originality of 50 AI chatbot-
generated essays and identified 3 essays to have a high similarity of 20–40% to other content (Khalil &
Er, 2023). By contrast, some other studies on similarity or originality checks clarified that no plagiarism
was detected, but the similarity rate set in these studies was quite high (e.g., 20%) (Al-Harbi & Al-
Shargabi, 2023; Zybaczynska et al., 2024). Consequently, stricter standards should be adopted to evalu-
ate the plagiarism phenomenon since most of these AI platforms are exposed to abundant online
sources.

Prather et al. (2023) proposed a different type of intellectual property, pertaining to the violation of
a license. Although many code sets have recently been made publicly available under specific licenses,
AI-generated code has been criticized for replicating open-source code without proper citation. This
would result in users’ violation of their license when they adopt the AI-generated code but are not
informed of the real source of the code.

3.4.4. Academic misconduct
Academic misconduct in AI applications is categorized into detection problems and the direct use of
fabricated content or synthesized content, and materials.

As the first misconduct, the detection problem occurs in many ways. It is reported that AI-generated
content evaded plagiarism detection (Khalil & Er, 2023; Li et al., 2024), potentially undermining aca-
demic integrity and encouraging laziness when students hand in AI-generated essays without being
detected. According to some other studies (Adelani et al., 2020; Li et al., 2024; Richards et al., 2024),
GPT-generated texts scored high on detection tools, and students’ writings were also often flagged as
AI-generated because upgraded AI can deceive detectors like Turnitin and GPT-2 (Hua et al., 2023;
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Yan, 2023). In addition, AI-generated content was often harder to identify than human-written work,
complicating the detection of academic misconduct (Casal & Kessler, 2023; Gunser et al., 2022; Lee
et al., 2024; Merine & Purkayastha, 2022; Perez-Castro et al., 2023) and yielding greater trouble in iden-
tifying academic misconduct.

The detection methods employed in the reviewed research are two-fold, usually containing the AI
detectors and human evaluation. Commonly, researchers were inclined to apply automated AI tools for
plagiarism, originality, or AI-generation detection, including Turnitin (Khalil & Er, 2023; Kolade et al.,
2024; Li et al., 2024; Richards et al., 2024), iThenticate (Khalil & Er, 2023), Copyleaks (Li et al., 2024),
GPT-2 (Hua et al., 2023; Richards et al., 2024), GPT-3 (Richards et al., 2024), ChatGPT (Khalil & Er,
2023; Malinka et al., 2023), GPTZero (Malinka et al., 2023), Sapling AI detector (Hua et al., 2023),
FastText and Universal sentence Encoder (Perez-Castro et al., 2023). For the human evaluation, experts
and non-experts were usually recruited to detect misconduct in the academic field (Casal & Kessler,
2023; Gunser et al., 2022), but the discrimination accuracy was substantially lower than AI tools
(Richards et al., 2024).

Although multiple AI tools were used in detecting plagiaristic behaviors, these tools demonstrated
different accuracy in different tasks. For example, Turnitin, one of the most frequently adopted tools,
identified 40 ChatGPT-generated texts (out of 50) as original in essay task (Khalil & Er, 2023) and 41
out of 60 abstracts as not plagiarized (Li et al., 2024), whereas in the other research concerning AI-
generated essay, the similarity index increase from 4 to 99% for 6 essays generated from the same
GPT-3 account with the first-generated one scored the lowest (Kolade et al., 2024). On the contrary,
Turnitin recognized a mean original index of 74.43% (with a minimum of 28%) for the five ChatGPT-
generated scripts (Richards et al., 2024). More severely, different tools displayed diverse efficacies in
identifying the originality rate of AI-generated texts. For example, Turnitin recognized 41 out of 60
abstracts, while the CopyLeaks screened 53 out of the same 60 abstracts as the original (Li et al., 2024).
The situation was aggravated when upgraded AI generators, such as GPT-4, were adopted for text gen-
eration. For instance, in the scoring of possibility of fake or chatbot-generated abstracts, GPT-2 output
and Sapling AI detectors scored GPT-3.5-generated abstracts to be 65.4 and 69.5% likely AI-generated,
whereas they identified GPT-4-generated ones as 10.8 and 42.7% AI-generated abstracts. Such inconsis-
tencies may complicate academic misconduct situation.

The evasion from being detected may be caused by the quality and characteristics of AI-generated
text, students’ amending behavior, and detector mechanisms. The current AI-generating tools have
excelled in generating well-structured and high-quality texts that replicate experts’ writing styles and
wordings (Gunser et al., 2022; Merine & Purkayastha, 2022). These texts not only showcased factual
and scientific descriptions but also integrated interpretative themes that required personal reflections,
increasing the difficulty in escaping detection (Khalil & Er, 2023) from either AI detectors or experts.
Additionally, students may smartly rewrite AI-generated content or replace their composed part with
AI-generated content, and under such disguise, the AI text would easily elude detection (Malinka et al.,
2023; Richards et al., 2024). Another situation appeared as the development and improvement of AI
detectors may lag behind that of the AI-generation tools, which require urgent reformation of their
mechanisms for AI detection, such as shifting focus from similarity to originality (Khalil & Er, 2023).
This situation urgently calls for the rapid technological innovation in AI misconduct detectors. A com-
bination of text mining and probability-based sampling techniques may serve as a new breakthrough
(Lee et al., 2024) in this regard.

The second type of academic misconduct pertains to the direct adoption of AI-created content, such
as essays, literature reviews, abstracts, summaries, and data. For example, Herbold et al. (2023) com-
pared the essays by ChatGPT and human writers and declared that ChatGPT-generated essays demon-
strated higher quality than human-written essays. Likewise, in Lawrence et al. (2024), AI-generated
abstracts were proven to be significantly superior to human-written abstracts in quality. In the view of
Zybaczynska et al. (2024), AI-generated review articles were characterized by plausible quality and
well-focused topics, yet they lacked depth, logical analysis, and critical information, and even consisted
of incorrect information. By contrast, Merine and Purkayastha (2022) took the opposite view by pro-
posing that AI-produced summaries were on par with student-generated ones.
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The more horrible academic misconduct lies in AI-generators’ ability to provide qualitative data. Sop
and Kurçer (2024) explored whether ChatGPT could offer credible qualitative data sets in the field of
tourism and found that ChatGPT had the capacity to offer datasets in the required format for analysis,
but the quality of data was not valid enough for paper writing. It is highly possible that fabricated data-
sets generated by updated and continuously evolving AI generators may appear in academia in the near
future. This could add a burden for journal editors to identify true research from fake research.

3.4.5. Bias and discrimination
The biased remarks produced by AI generators are rooted in their pre-trained databases, which may
endow AI generators with involuntary stances or opinions (Prather et al., 2023), such as political posi-
tions. The inaccurate or biased content contained in the pretraining datasets often leads to high risks of
AI generators creating biased information (Safaei & Longo, 2024). The biases embedded in the reviewed
article could be divided into three kinds: citation, faction, and code bias. The citation biases were iden-
tified to contain language, neo-colonial, and date bias, which were mainly reflected in English sources
outnumbering other languages, citations basically from Western countries, and up-to-date publications
(Lozi�c & �Stular, 2023).

The ideology bias occurs when AI generators are required to produce opinions or information
related to a specific country, group, gender, etc. For example, Narayanan Venkit et al. (2023) found
that GPT-2 tended to express texts with more negative attitudes towards African countries than
towards Western countries. More specifically, when describing the African countries, GPT-2 yielded a
large amount of space for military and war-like themes, whereas when introducing Western countries,
GPT-2 provided positive topics such as “proud people and good immigration system” (Narayanan
Venkit et al., 2023, p. 560).

The coding bias mainly refers to the bias embedded in the code, likely involving security and dis-
crimination problems. Among the reviewed articles, Prather et al. (2023) analyzed how novice pro-
grammers reacted to and accepted AI-generated code. They claimed that despite the efficiency of
Copilot in producing reliable code, the bias inherited from the training data involving harmful stereo-
types about “gender, race, emotion, class, the structure of names, and other characteristics” may mis-
lead novices to learn some bad coding habits. Further, the code as feedback provided by the code
generator probably did not conform to educational material and confused novices.

Gender and racial bias are manifested by the words, sentences, and sentiments related to the particu-
lar population involved in the texts. The research conducted by Fang et al. (2024) examined and com-
pared the gender and racial bias in news articles generated by LLMs and reported in the New York
Times and Reuters. The results indicated that the LLMs produced a significantly higher proportion of
bias towards feminine, Asian, and black groups at the word, sentence, and document levels. More spe-
cifically, AI-generated news articles contained fewer female-characteristic words, lower female prejudice
concerning sentiment, and more articles including female prejudice. In terms of racial bias, news pieces
produced by AI encompassed a smaller proportion of black-race-specific and Asian-related words,
more negative sentiment towards the Black race, and more articles containing prejudice towards the
Black race.

3.4.6. Misinformation
Misinformation transmits false and harmful information, misleads the public, and contributes to the
crisis of societal trust (Shin et al., 2024). As indicated in hallucination, AI generators tend to produce
false and inaccurate information and become a hidden trouble when spread online. In our reviewed lit-
erature, the misinformation involves fake online reviews and fabricated medical information.

Four articles were dedicated to generating and distinguishing fake online reviews (Adelani et al.,
2020; Hasani et al., 2024; Lee et al., 2024; Perez-Castro et al., 2023). Adopting BERT-based tools to clas-
sify online shop reviews produced by GPT-2, Adelani et al. (2020) discovered that the fake reviews
were as fluent as the human-written ones. Similarly, Perez-Castro et al. (2023) analyzed the quality of
online reviews created by GPT-2 and unveiled the high difficulty in detecting GPT-2 reviews from
human-written ones. Furthermore, the hard-to-distinguish fake app reviews by GPT-2 were easily
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transmittable (Lee et al., 2024), making the misinformation on health endanger those who have little
knowledge of the medical domain (Hasani et al., 2024).

The fabricated medical information was examined by Sharevski et al. (2023) to understand how
humans perceived generated fake information. After posting TikTok videos with fabricated abortion
information generated by ChatGPT, Sharevski et al. (2023) obtained participants’ perceptions of the
videos, revealing that the comments centered on “incomplete, lacking credibility, dangerous, unsafe,
and scientifically unproven”. However, these videos on TikTok raised concerns that the information
increased the probability of users’ exposure to relevant misinformation (Sharevski et al., 2023, p. 604).
The results emphasized that the misinformation online would contaminate the online environment and
increase the risks of misinformation exposure.

3.4.7. Instability
The instability talks about AI generators’ inability to produce reliable responses to multiple disciplines.
ChatGPT shows inconsistent performance across different aspects within the same field, which would
confuse users and probably cause the leak of harmful information. The instability of AI generators was
evident in healthcare, where AI generators were requested to provide responses or diagnoses. The
unstable performances may result from two situations: One issue is the varying quality of responses
from a single AI generator, and the other is the discrepant generation capabilities across various AI
generators.

Research on AI generators often tests their performance across different tasks. Horiuchi et al. (2024)
discovered that GPT-4 had 62% accuracy in diagnosing non-CNS tumors but only 16% in CNS tumors.
Oon et al. (2024) observed similar deficiencies in ChatGPT’s ability to diagnose atypical small acinar
proliferation by adopting incorrect information and repeatedly providing prompts for certain diseases.
Hatia et al. (2024) noted that ChatGPT’s accuracy was below 50% in interceptive orthodontics. Ibrahim
et al. (2024) found that ChatGPT outperformed extension agents in quality and local relevance for
responses to farmers but lagged in questions with variable answers, such as fertilizer application rates.

As for the latter situation, only one article is related to the comparison among different LLMs.
According to Ghanem et al. (2024), Claude-2 offered feeble suggestions and fabricated sources to
respond to users with acute appendicitis, lagging behind its AI-generator counterparts. These cases
indicated that AI generators may not be so mature in assisting in solving professional issues.

Additionally, AI’s instability is exhibited in its ability to generate long texts and creative works. It is
a general consensus that AI generators are capable of generating texts of high quality, even surpassing
human composition (Herbold et al., 2023; Zhou et al., 2023). However, the tools exposed their defi-
ciency in the depth of texts, such as a lack of depth of literature reviews and critical analysis
(Zybaczynska et al., 2024), and the absence of critical evaluation, such as integrating contradictory con-
cepts into one sentence and providing an overall solution instead of the opinion of questions (Howell
& Potgieter, 2023). Furthermore, in accordance with Gunser et al. (2021, 2022), during poem continu-
ation production, AI-based tools failed to generate a poem with well-structured grammar and semantic
order (Gunser et al., 2021) and lacked artful punchlines (Gunser et al., 2022) consistent with original
poems.

3.4.8. Deprivation of self
The deprivation of self deals with the psychological impact of AI generators on humans, which can be
roughly categorized into four main manifestations, i.e., over-reliance, deprivation of self-creativity,
deprivation of self-motivation and interest, and deprivation of the sense of equality.

3.4.8.1. Over-reliance. The over-reliance refers to the phenomenon that users become terribly depend-
ent on the AI generators, resulting in users’ laziness in independently addressing problems. The over-
reliance is evident in the research observing users’ behaviors in employing AI-generators. For example,
Prather et al. (2023) discovered a special behavior, shepherding, which resembled the over-reliance. The
participants using Copilot to generate code in their survey were found to spend little time creating their
own code, but the majority of time was spent requiring Copilot to provide acceptable code (Prather
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et al., 2023). In West et al. (2023), users may accept ChatGPT’s responses without fully comprehending
the concepts provided. A similar reaction was identified by Schulze Balhorn et al. (2024) owing to
ChatGPT’s satisfactory responses. Unfortunately, the over-reliance on AI assistants did not necessarily
yield safer or more accurate answers (Perry et al., 2023).

3.4.8.2. Deprivation of self-creativity, equality, and self-motivation. Over-reliance on AI generators
can lead to a decline in creativity, motivation, and critical thinking. Firstly, using AI-generated content
without verification may erode independent thought and creativity (Schulze Balhorn et al., 2024), as
seen in cases where policy analysts and users rely too heavily on AI for analysis and decision-making
(Safaei & Longo, 2024). Additionally, errors in AI content can lead to significant failures (Prather et al.,
2023). Similar studies showed users often changed their opinions to align with AI, even when they dis-
agreed (Ferguson et al., 2023), and adopted AI-preferred ideas, weakening their original viewpoints
(Jakesch et al., 2023).

Secondly, the deprivation of a sense of equality originates from both the companion’s use of AI and
the awareness of AI’s power. To begin with, excessively depending on AI generators may bring a sense
of inequality. As Yan (2023) accented, students felt disheartened by ChatGPT’s speed in producing con-
tent and were consequently misled to deem making learning efforts undervalued. More gravely, the fear
of job or position replacement grows as AI has surpassed humans in multiple tasks (Kuhail et al., 2024;
V�azquez-Cano et al., 2023; Zhou et al., 2023), especially in base-level work like writing and coding,
leading to worries about being replaced by AI (Konstantis et al., 2024; Kuhail et al., 2024; Yan, 2023).

Thirdly, AI’s fabulous power in generating responses and acquiring world knowledge may impair
users’ motivation. As stated by Yan (2023, p. 13957), some students admitted that the power of
ChatGPT “made him sad and helpless” and “depreciated her efforts”. AI has started eroding users’ vol-
ition so easily. Prather et al. (2023, p. 16) also observed students’ similar comments as “they’re… just
hitting tab… don’t know what exactly they’re implementing”, “don’t have to know how to code”, “make
me a worse problem solver”, “hinder their learning”, indicating that relying on AI to solve problems
has impacted their learning motivation in a secretly malicious way.

3.4.9. Crisis of confidence
Apart from the above-mentioned ethical risks, three research papers were concerned with the crisis of
confidence. In the study on human perceptions of AI-generated consolation letters on the loss of pets,
Liu et al. (2022) noticed a decline in the perceived trust in AI-generated letters, and participants stated
a cautiousness in response to the use of AI systems. As for the news produced by AI tools, individuals
showed lower trust in such reports (Longoni et al., 2022). The last research was about legislators’ per-
ceptions and judgments on AI-produced communications, which identified that legislators could easily
recognize AI-generated ones and discard them (Kreps & Kriner, 2023). Overall, the three studies col-
lectively demonstrate the decreasing trust people have in current artificial intelligence.

3.5. Influence of AI’s ethical problems on human life

The ethical issues discussed above revealed that AI’s ethical problems and risks are permeating people’s
lives in both physical and mental aspects.

Physically, AI places extra burdens on all walks of life. Firstly, educators and editors will be forced
to put more effort into identifying the fabricated content in students’ homework, essays, and works
submitted to confirm intellectual property (Dergaa et al., 2023). This breaches the academic integrity
regulation published by universities and academic institutions, such as Yale University (2024) and
PNAS (Blau et al., 2024) that unauthorized use of AI-generated content in assignments violates aca-
demic integrity. Secondly, authors, artists, and copyright owners would have to face severe risks of their
works being plagiarized by AI-based tools unintentionally. This is apparently contrary to the human
right of ownership that legal persons enjoy the right to property, including intangible creations pro-
posed by the Parliamentary Assembly of the Council of Europe (van Est & Gerritsen, 2017) and the
proposal of human-centered AI that advocates innovation and investment by G20 (2019). Thirdly, for
politicians and governments, the proficient AI generators are easily manipulated to produce deepfakes,

INTERNATIONAL JOURNAL OF HUMAN–COMPUTER INTERACTION 19



disinformation, and news, deceiving the public, influencing public opinions, and affecting social stabil-
ity (Illia et al., 2023), which violates the AI ethical principles of non-maleficence, i.e., security, safety,
and avoiding harm, proposed by most of the institutes, such as G20 (2019) and UNESCO (2021). On
such an account, politicians and governments have to utilize more resources, technologies, and strat-
egies to equip the public with the capacity to identify fake information (UNESCO, 2021). Fourthly, peo-
ple with insufficient knowledge reserve and identification ability would be vulnerable to the
information without verification (particularly those who seek medical assistance and suggestions on
technologies), presumably leading to unexpected serious outcomes.

Mentally, AI exerts a malicious influence on the cognitions of the world and human self-perceptions.
Firstly, hallucination, inaccurate information, and misinformation aggravate the contamination of disinfor-
mation in the information environment, thus challenging public trust and political security (Koplin, 2023).
This is detrimental to the construction of trustworthy AI envisioned by the European Commission (2018).
Secondly, the bias and discrimination rooted in the AI generators have the possibility to influence human
decisions and shape human understanding of the world, a country, or a politician by generating texts with
stereotypes or intentionally negative themes (Narayanan Venkit et al., 2023). Such discrimination and bias
have long been a concern for most institutes, e, g, Deutsche Telekom and Internet Society, and an obstacle
to building justice, fairness, and equity in AI (Jobin et al., 2019). Thirdly, the misuse and inappropriate
applications of AI diminish human autonomy, injure creativity, and increase their sense of inequality in skill
and knowledge learning (Koplin, 2023; Safaei & Longo, 2024; Schulze Balhorn et al., 2024). The psycho-
logical impact diverges from the principle of freedom and autonomy, which upholds self-determination and
the freedom to flourish (Jobin et al., 2019).

4. Comments and implications

4.1. Measures available for lessening ethical harm

In order to reduce or remove the potential ethical harm of AI applications to individuals, some meas-
ures should be taken, and the relevant suggestions are supposed to be helpful, as elaborated below.

The first measure is to resort to more rigorous training procedures and guidelines in order to reduce
AI’s potential ethical harm during its development. The reviewed paper suggested that ethical issues often
stemmed from pretraining datasets and algorithms (Prather et al., 2023), suggesting some problems can be
avoided early on. Firstly, ethical impact assessment should be further amended according to newly emerged
ethical concerns, popularized to the public and scientists, and adopted to decrease the ethical risks
(UNESCO, 2021). Second, algorithms should be carefully structured and implemented because the “gap
between the design and operation of algorithms” has the potential to pose severe ethical problems
(Mittelstadt et al., 2016, p. 2). Thirdly, pre-trained datasets should undergo rigorous audits before being put
into the training process to ensure data security and avoid harmful information being inserted into the AI’s
“brain” (UNESCO, 2021). While these methods can reduce risks, human misuse of AI remains inevitable.
Therefore, public awareness of AI technologies and ethics should be promoted through accessible education
and civic engagement led by various sectors (UNESCO, 2021, p. 23).

Another measure to alleviate the ethical risks to society could be approached from the user’s per-
spective. To start with, users should improve their ability to recognize wrong information produced by
AI. Provided that hallucinations and inaccurate content will be inescapably produced, users should
strengthen their resistance and possess a seeking mind to further discern the authenticity of informa-
tion instead of accepting all information generated. In addition, users should attempt to block over-
dependence and maliciously intentional behaviors. Despite AI’s powerful ability to address problems, it
is crucially important for users to avoid over-reliance on AI tools but treat the tools as back-ups and a
last resort to increase their problem-solving capability. In the meantime, professionals and teachers
should bear the responsibility to guide students to react to AI-based tools correctly and help identify
inappropriate information.

As for problems that may occur in academia, including reference and citation, copyright, and mis-
conduct, appropriate actions should be taken for both “aftermath handling” and advance preparations.
For the “aftermath handling”, authors and students should be aware that the AI-generated reference,
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citation, or even content is highly likely to contain errors, and thus should check the content with a
critical eye on the correctness and authenticity. For advance preparations, teachers and editors may
exert extra effort on detecting the originality of the submitted manuscripts, which leads to our third
proposal on the improvement of detection methods. Given the instability of AI detectors and insuffi-
cient accuracy by human evaluators, more comprehensive approaches, such as the combination of mul-
tiple text analysis methods and AI methods, should be taken and explored to advance the current
AI-content detection. Additionally, more research on the comparison between human-written and AI-
generated texts would be beneficial for the identification of AI-generated texts.

4.2. Implications

Given the formidable risks and hazards that AI-generated texts impose on users, we proposed three
implications for future applications and the assessment of AI-based tools.

First of all, it is better to develop specialized AI models (in addition to AGI models) so as to serve
different industries and settings and reduce hallucinations simultaneously. As an example, the LLMs for
the medical discipline could be fine-tuned with more updated medical knowledge to help improve
health awareness with the assistance of the exposed insufficient capacity to generate accurate diagnoses
(Lim & Schm€alzle, 2023). More importantly, the medical LLMs should undergo expert examination in
light of the potential ethical issues mentioned above before they are put into wide application in vari-
ous medical contexts like hospitals and clinics. Additionally, AI companies should consider flagging the
unsourced output texts during generation to notify users and reduce the transmission of
misinformation.

Secondly, it is preferred to create a multi-dimensional evaluation system to evaluate AI-generated
texts. In this system are involved a great variety of indexes (used to discriminate between text features),
among which is, for instance, the excessive repetition of some phrases (e.g., by contrast). As manifested
in our review, AI texts are diversified in types and naturally may involve many unique features that
may not be found in human texts. Accordingly, it is crucial to add the indexes for assessing such fea-
tures, for identifying the critical features of AI-generated texts would be beneficial for future detection
of AI texts (Markowitz et al., 2024), Apart from the aspects examined in the reviewed articles, add-
itional distinctive features in human writing could be selected for evaluation, such as syntactic, mor-
phological, and semantic features (Abbas et al., 2023). Furthermore, AI companies may consider
creating a corpus of AI-generated texts (privacy text excluded), especially long texts, for AI plagiarism
checkers to scan research papers, term papers, or any submitted texts for originality checking, which
may decrease the academic misconduct phenomenon to a large extent.

Thirdly, it is urgent to follow AI development from a human-friendly perspective. Since the intro-
duction of machines to the world, they have been coded and commanded to serve and protect humans
(Anderson & Anderson, 2018). Thus, analyzing AI usage and problems from a human perspective
could serve as an efficient breakthrough for reducing ethical risks and enable human beings to act
appropriately in the situation. As an example, more balanced corpora of different languages and cul-
tures can be selected as the source texts for AI’s training data, presumably reducing ethical issues like
racial prejudices and high source language biases.

5. Conclusion

The current review is dedicated to identifying ethical problems concealed in the AI-generated texts. On
the basis of 57 discreetly selected articles on AI research papers, this review brings mainly three contri-
butions: (1) clarified AI tools adopted to generate texts and the tools’ concerned fields; (2) categorized
content or responses generated by AI tools; (3) identified ethical problems and risks hidden in AI-
generated texts.

The results reveal that the 57 articles employed over 10 AI tools in more than 12 fields. The
reviewed articles’ major content generated by the AI tools involved academic writings or materials,
responses to questions, codes, healthcare-related content, user reviews, texts/stories/writings, educational
feedback/argumentations/plans/summaries, suggestions, poems, letters, explanations, rewriting, political
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analyses, pictures, news, and chemical reports. We further summarized six categories of research topics
according to the research content, encompassing content/tool ability evaluation, comparison with
human-generated content, detection and discrimination of AI-generated content, human perception,
influence on humans, and AI-human interaction. Afterward, we depended on the results to differentiate
nine ethical issues, namely hallucination, reference and citation practices, copyright issues, academic
misconduct, bias and discrimination, misinformation, instability, deprivation of self, and crisis of
confidence.

The current review was confined to the studies concerning AI-generated texts. As a result, some
other ethical problems may not be included in the analysis, such as transparency and privacy (Duenser
& Douglas, 2023). Accordingly, future reviews on relevant topics could expand to more fields, more
aspects, and more types of contentlike videos.
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Appendix 1. Detailed information on 30 reviewed papers on content evaluation

References AI tool Types of content generated Evaluating aspects

Adelani et al., 2020 GPT-2 Online reviews Fluency, authenticity
Al-Harbi & Al-Shargabi, 2023 GPT-4

Bard
Essay Relevance, accuracy

Davis & Lee, 2023 ChatGPT Lesson plan Correctness, coherence
Ghanem et al., 2024 ChatGPT-3.5, ChatGPT-4, Bard,

and Claude-2
Recommendation

guideline
Accuracy, credibility, quality,

professionalism, tone
Guleria et al., 2023 ChatGPT

GPTZero
Article Authenticity

accuracy
Hatia et al., 2024 GPT-4 Answers to questions Accuracy, completeness of

information
Horiuchi et al., 2024 GPT-4 Diagnosis Accuracy of diagnosis
Howell & Potgieter, 2023 GPT-3 Responses to answers Correctness, coherence, clarity
Hua et al., 2023 ChatGPT-3.5 and ChatGPT-4 Abstract reference Quality
Ibrahim et al., 2024 ChatGPT Answers to questions in farm Quality relevance
Khalil & Er, 2023 ChatGPT Essay Originality, plagiarism
E et al. 2023 GPT-4 Rewrite a 210 MCQs test, and to

create a new test
Advantages and disadvantages

Correctness
Accuracy

Kolade et al., 2024 GPT-3.0
GPT-3.5

Essay Originality, quality

Kuhail et al., 2024 ChatGPT Code Effectiveness, success rate,
Li et al., 2024 GPT-4-All-Tools Abstract Text relevance, ai detector,

plagiarism detector
Lim et al., 2024 GPT-4 Answers to questions

history,
Relevance, accuracy, novelty

Lozi�c & �Stular, 2023 ChatGPT3.5, ChatGPT-4, Bard,
Bing Chatbot, Aria, and
Claude 2

Scientific explanation Correctness, accuracy, originality

Malinka et al., 2023 ChatGPT
GPTZero

Code, interpretation of response,
written text

Correctness, quality,

Megahed et al., 2024 ChatGPT Code, explanation Errorness, correctness,
Narayanan Venkit et al., 2023 GPT-2 Text Harmfulness
Oviedo-Trespalacios et al., 2023 ChatGPT Suggestions Correctness, harmfulness
Popovici, 2024 ChatGPT Code Accuracy
Safaei & Longo, 2024 artificial intelligence policy

analyst (AIPA)-GPT-2
policy analyst (PA)
intelligence augmented policy
analysis (IAPA)

Policy analysis Plausibility, persuasiveness,
usefulness

Schulze Balhorn et al., 2024 ChatGPT Answers to questions in natural
science and engineering

Correctness, relatedness,
completeness, critical
attituede

Sop & Kurçer, 2024 ChatGPT Data sets Quality
Stribling et al., 2024 GPT-4 Answers Correctness
Tang et al., 2023 GPT-3.5 (text-davinci-003) and

ChatGPT
Summary/abstract Quality

Coherence, factural
consistency,
comprehensiveness,
harmfulness

Walters & Wilder, 2023 ChatGPT, GPT-4 Citation Fabrication, errors, adherence
West et al., 2023 ChatGPT Chemical reports Ability to generate reports

Quality
Zybaczynska et al., 2024 GPT-4 Review articles Language, reference quality,

accuracy of content
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